Germansweek Parish Council
Information Technology (IT) Policy


Adopted: 18th March 2026
Review Date: [Annually / Date]
Responsible Officer: Clerk / RFO

1. Purpose
This policy sets out how Germansweek Parish Council manages and protects its IT systems, data, and electronic communications. It ensures:

· Compliance with UK GDPR and Data Protection Act 2018
· Protection of council information and assets
· Safe and appropriate use of council IT equipment
· Reduction of cyber security risks

This policy applies to councillors, employees, contractors, and volunteers who access council IT systems or data.
2. IT Equipment and Systems
Council IT equipment may include:

· Laptops, desktop computers, tablets, mobile phones
· Email accounts
· Cloud storage (e.g. OneDrive, Google Drive, Dropbox)
· Website and social media accounts
· Accounting software



2.1 Ownership
All IT equipment and accounts purchased by the council remain the property of the council.

2.2 Personal Equipment (BYOD)
Where personal devices are used to access council information:
· Devices must be password protected
· Anti-virus software must be installed and updated
· Council data must not be shared with unauthorised persons
· Council information must be deleted when no longer required
3. Password and Access Security
· Strong passwords must be used (minimum 12 characters recommended).
· Passwords must not be shared.
· Multi-factor authentication (MFA) should be enabled where available.
· Access to council systems will be removed promptly when a councillor or employee leaves office.
4. Email Use
Council email accounts must be used for official business where possible.
Users must:
· Be professional and respectful in communications
· Not open suspicious links or attachments
· Not use council email for unlawful, offensive, or personal commercial purposes
Emails relating to council business may be subject to Freedom of Information requests.



5. Data Protection
The council processes personal data in accordance with UK GDPR.
5.1 Handling Personal Data
· Only collect data necessary for council functions
· Store data securely
· Share data only where lawful
· Retain data only as long as necessary (see Retention Policy)
5.2 Data Breaches
Any suspected data breach must be reported immediately to the Clerk.
The Clerk will assess whether the breach must be reported to the ICO within 72 hours.
6. Backups
· Council data must be backed up regularly (minimum weekly recommended).
· Backups should be stored securely and separately from the main device (e.g. secure cloud backup).
· Backup restoration should be tested periodically.

7. Cyber Security
The council recomend:
· Install and maintain anti-virus software
· Apply software updates promptly
· Use firewalls and secure Wi-Fi
· Consider Cyber Essentials certification where appropriate
Users must:
· Not download unauthorised software
· Not connect to unsecured public Wi-Fi without protection

8. Website and Social Media
· The Clerk (or nominated officer) is responsible for website content.
· Content must comply with accessibility regulations.
· Social media accounts must be used responsibly and in line with the council's Code of Conduct.
9. Remote Working
When working remotely:
· Devices must not be left unattended in public places
· Screens should be locked when not in use
· Confidential documents must not be printed or left unsecured
10. Disposal of Equipment
Before disposal:
· All data must be securely wiped
· Devices should be reset to factory settings
· Hard drives should be removed or destroyed if necessary
11. Monitoring
The council reserves the right to monitor use of its IT systems where lawful and proportionate.
12. Review
This policy will be reviewed annually or following any significant change in legislation or IT systems.


Signed:
Chairman: ______________________ Date: _______

Clerk: _________________________ Date: _______


